
An AMPLIFY Whitepaper: How Does the New FTC

Fake Reviews Rule Impact Your Law Firm?

Introduction

The Federal Trade Commission (FTC) has introduced a new rule, set forth in a 163-page edict,

that could dramatically reshape the landscape of online reviews, particularly for law firms. This

rule is an essential milestone in the fight against deceptive practices in digital advertising,

specifically targeting fake reviews, incentivized endorsements, and other misleading

testimonials.

We at Amplify, believe that as law firms increasingly rely on online platforms for client acquisition

and reputation management, understanding and complying with this rule is not just advisable -

it's absolutely necessary.

This whitepaper explores the implications of the new FTC rule on fake reviews for the legal

industry. We will delve into the specifics of the rule, analyze its potential impact on law firm

marketing, and offer strategies for law firms to ensure compliance. The discussion will cover key

areas such as online reviews, social media use, influencer marketing, and celebrity

endorsements in the legal space. The aim is to provide law firms with a comprehensive

understanding of how this rule could affect their operations and how they can adapt to this

evolving regulatory environment.

1. Understanding the New FTC Rule on Fake Reviews

The Genesis of the Rule

The new FTC rule on fake reviews is a response to the growing problem of deceptive online

practices that mislead consumers. In the digital age, where consumers increasingly rely on

online reviews to make purchasing decisions, the authenticity of these reviews is paramount.

The FTC's rule targets six major types of deceptive practices: fake reviews, incentivized

https://www.ftc.gov/system/files/ftc_gov/pdf/r311003consumerreviewstestimonialsfinalrulefrn.pdf


reviews, insider testimonials, misleading review websites, fake social media indicators, and the

suppression of negative feedback.

Key Provisions of the Rule

The rule's most significant provisions include:

Absolute Ban on Fake Reviews
Fake reviews are completely fabricated reviews, often created by individuals who have never

used the product or service they're reviewing. This includes any falsified or artificially generated

reviews, regardless of their source. Whether through AI, paid individuals, or other means, fake

reviews are strictly prohibited.

Businesses might hire individuals or use automated bots to generate large volumes of fake

reviews. These reviews can appear across various platforms, including online marketplaces,

review sites, and social media, making it difficult for consumers to discern their authenticity.

The FTC's rule makes it clear that businesses engaging in or benefiting from fake reviews can

be held legally accountable. This includes not only the creation of fake reviews but also the tacit

approval or failure to take action against them. The aim is to ensure that consumers receive

accurate and honest feedback when making purchasing decisions.

Restrictions on Incentivized Reviews

Incentivized reviews occur when reviewers receive compensation, such as money, free

products, discounts, or other rewards, in exchange for writing a review. While these reviews

aren't inherently false, they can be biased, as the incentive might influence the reviewer to

provide a more favorable opinion than they might otherwise.

Law firms and other businesses cannot offer compensation for reviews that are pre-determined

to be positive. While paying for honest reviews is not banned by the FTC rule, there must be no

implicit or explicit agreement that the review will be favorable. But our advice for law firms is

simple: Don’t pay for reviews.



Some businesses offer incentives with the explicit or implicit expectation that the review will be

positive. The problem arises when these incentives are not disclosed, leading consumers to

believe the review is an unbiased opinion when it is not.

The FTC requires that any compensation or incentive be clearly disclosed in the review. This

transparency allows consumers to factor in the potential bias when considering the review. The

rule is designed to prevent businesses from using undisclosed incentives to manipulate public

perception.

Disclosure of Insider Relationships
Any review or testimonial must disclose any relationship between the reviewer and the

business. This includes relationships with consultants, employees, or any other parties with a

vested interest in the firm.

A common scenario involves employees or owners writing glowing reviews about their own

company, presenting them as regular customer experiences. This practice can also include

family members or close associates who are likely to provide biased feedback.

The FTC mandates full disclosure of any material connection between the reviewer and the

business. Failure to disclose such connections is considered deceptive and can result in

penalties. This rule ensures that consumers are aware of any potential bias in the review.

Impartiality in Review Websites

Misleading review websites are platforms that present themselves as impartial and independent

but are actually controlled, influenced, or funded by the businesses being reviewed. These sites

may manipulate ratings, hide negative reviews, or give undue prominence to positive reviews for

paying clients.

Law firms cannot claim that their websites offer impartial reviews if they control the content. If a

firm manages a review site, it must be clear about its involvement.

These websites often operate under the guise of neutrality, but in reality, they may only feature



positive reviews for companies that have paid for favorable treatment. They might also use

algorithms to suppress or remove negative reviews, creating a skewed portrayal of the

businesses listed.

The FTC's rule requires these platforms to disclose any financial relationships or other

connections that could affect their neutrality. This transparency is essential for maintaining

consumer trust and ensuring that review sites provide a fair and accurate representation of

businesses.

Ban on Fake Social Media Indicators
Practices such as purchasing fake followers, likes, or views on social media platforms are

forbidden. This practice is designed to make a business, product, or service appear more

reputable or well-liked than it actually is.

Businesses might purchase fake followers or likes from third-party services, creating a deceptive

social media presence. This artificial popularity can mislead consumers into believing that a

brand is more credible or widely accepted than it truly is.

The FTC’s rule addresses the use of fake social media indicators by holding businesses

accountable for creating or benefiting from these deceptive practices. The rule aims to preserve

the integrity of social media as a tool for genuine consumer engagement and feedback.

For law firms, this is a really important part of the rule because so many firms, from solos to

BigLaw, are still relatively or completely new to social. We at Amplify are often asked about

whether something a provider/influencer/brand is offering a law firm is a good idea for the firm to

be involved with. As you can imagine, the answer is almost invariably “no.”

Protection of Negative Reviews
Law firms cannot use intimidation or other tactics to suppress or remove negative reviews

unless they are genuinely false or defamatory. This can create an inaccurately positive

impression of the business, misleading consumers about the actual quality of the product or

service.



Businesses might pressure customers to remove negative reviews, offer incentives for their

removal, or use legal threats to silence dissatisfied customers. Some companies also

manipulate review platforms to filter out or bury negative feedback, ensuring it is less visible to

potential customers.

Law firms will need to be extremely careful here for one simple reason: the disparity in power

between a law firm and someone leaving a review is so massive that even a threat or counsel

that doesn’t touch the line could get the firm into hot water.

The FTC's rule makes it clear that suppressing negative feedback is a deceptive practice.

Businesses are expected to allow honest, unfiltered reviews and to address negative feedback

professionally and transparently. This rule helps ensure that consumers have access to a

balanced and truthful representation of a business’s performance.

2. Implications for Law Firms

The Importance of Online Reviews in the Legal Industry

Online reviews have become a cornerstone of client acquisition for law firms. Prospective clients

often turn to platforms like Google, Yelp, and Avvo to evaluate a firm's reputation before making

contact. A positive online presence can significantly influence a potential client's decision to

engage a firm's services. Conversely, negative reviews or a lack of reviews can deter clients,

making it crucial for firms to manage their online reputation carefully.

The impact of online reviews is a double-edged sword. Just as positive reviews can build a

firm's reputation, negative reviews—or the absence of reviews—can significantly damage it.

Negative reviews can create a lasting impression of incompetence or poor service, deterring

prospective clients from even considering a consultation. Similarly, a lack of reviews may

suggest that a firm is either inexperienced or has not engaged successfully with clients, leading

potential clients to question its credibility. In such a competitive market, where clients have

numerous options, these perceptions can be decisive.



Given the importance of online reviews, managing a firm's online reputation has become a

critical aspect of legal marketing. Law firms must actively encourage satisfied clients to leave

reviews, as a steady stream of positive feedback helps to maintain a favorable online presence.

Additionally, firms should monitor review platforms regularly and respond to all

feedback—positive or negative—professionally and promptly. Addressing negative reviews

constructively can help mitigate potential damage and demonstrate the firm's commitment to

client satisfaction. This proactive approach not only enhances a firm's online visibility and

credibility but also strengthens client relationships, which are essential for long-term success.

How the New FTC Rule Affects Law Firm Reviews

The new FTC rule on fake reviews introduces significant changes that require law firms to

carefully evaluate and adjust their online review practices to ensure compliance. As the legal

industry increasingly relies on online reviews to attract and retain clients, these changes have

far-reaching implications.

The new FTC rule will require law firms to scrutinize their online review practices closely. The

following areas will be particularly impacted:

Transparency in Soliciting Reviews
One of the key areas affected by the new FTC rule is the transparency required when soliciting

reviews. Law firms must ensure that any reviews they solicit are genuine and not influenced by

incentives. If a firm offers clients an incentive for a review, it must be clear that the review is

expected to be honest, not necessarily positive. This is crucial to maintain the integrity of the

review process and to avoid any appearance of manipulating public perception.

Managing Third-Party Review Platforms
Firms must be cautious when dealing with third-party platforms that offer to manage or generate

reviews. Law firms often rely on third-party platforms to manage their online reviews, but the

new FTC rule imposes stricter scrutiny on these relationships. Firms must ensure that any

third-party services they engage with adhere to the FTC’s guidelines. If a review management

platform engages in practices that violate the FTC rule—such as generating fake reviews,

suppressing negative feedback, or failing to disclose material connections—the law firm itself



could be held liable. If a platform's practices do not align with the new FTC rule, the law firm

could be held liable.

Disclosure of Relationships
Another critical aspect of the new FTC rule is the requirement for full disclosure of any material

relationships between the reviewer and the law firm. Any review or testimonial from a current or

former client, employee, or affiliate must include a clear disclosure of that relationship. This

requirement is designed to prevent any potential conflicts of interest and to ensure that all

reviews are viewed in the appropriate context. Transparency in these relationships helps

maintain trust with potential clients and ensures compliance with the FTC's stricter guidelines.

Responding to Negative Reviews
Again, we at Amplify want to reassert that handling negative reviews is a sensitive area that the

new FTC rule addresses indirectly by promoting transparency and honest communication. Law

firms must handle negative reviews with care.

Instead of attempting to suppress or remove them, firms should focus on responding

professionally and addressing the issues raised. This approach not only ensures compliance but

can also enhance the firm's reputation for transparency and client care.

3. Social Media Use and the New FTC Rule

Social Media's Role in Law Firm Marketing

Social media has become an essential tool for law firm marketing. Platforms like LinkedIn,

Twitter, and Facebook allow firms to engage with current and potential clients, showcase

expertise, and build brand awareness. However, with the new FTC rule, the way law firms use

social media must evolve.

Under the new rule, transparency and authenticity are paramount. Law firms must ensure that

all social media interactions, endorsements, and testimonials are genuine and properly

disclosed. This includes avoiding the use of fake followers, likes, or paid endorsements that are



not clearly identified. Additionally, any partnerships or third-party promotions must be handled

with full transparency to comply with the FTC’s guidelines.

By adhering to these regulations, law firms can maintain the integrity of their online presence,

build trust with their audience, and continue to leverage social media as a powerful tool for client

acquisition and brand building. The focus on honest and transparent communication will not

only ensure compliance but also enhance the firm’s reputation for ethical behavior in a highly

competitive market.

Compliance with the FTC Rule on Social Media

The new FTC rule imposes strict requirements on how law firms use social media, emphasizing

the need for transparency and authenticity in all online interactions. Firms must ensure that any

endorsements, testimonials, or reviews shared on platforms like LinkedIn, Twitter, and

Facebook are genuine and clearly disclose any material connections, such as relationships with

employees, clients, or affiliates. Additionally, paid promotions or sponsored content must be

explicitly identified to avoid misleading potential clients. This rule also prohibits the use of fake

followers, likes, or artificially inflated social media indicators, holding firms accountable for any

deceptive practices. Compliance with these guidelines is essential not only to avoid legal

repercussions but also to maintain trust and credibility with clients and the broader public.

Authenticity of Social Media Metrics
Law firms can no longer use purchased followers, likes, or views to inflate their social media

presence. This practice, which has been relatively common in various industries, is now

explicitly banned under the new rule.

This does not mean that, under this incarnation of the new FTC rule, law firms can’t promote

their content on social media - of course you can. But there is a big difference between

promoting an Instagram post and going through an offshore clearinghouse to buy 10,000

followers.

Transparency in Influencer Marketing



If a law firm engages influencers or celebrities to promote its services on social media, it must

ensure that these endorsements are transparent. Influencers must disclose any compensation

or relationships with the firm, and the content of their endorsements must be genuine and not

misleading.

Handling Negative Social Media Feedback
Similar to online reviews, law firms must be careful in how they handle negative feedback on

social media. Attempting to suppress or manipulate negative comments can lead to severe

penalties under the new FTC rule.

4. The Role of Influencers and Celebrity Endorsements

In today's digital landscape, influencers and celebrity endorsements have become powerful

tools for brands across industries, including the legal sector. Leveraging the reach and credibility

of influencers or celebrities can significantly amplify a firm's visibility and enhance its reputation.

However, with the rise of these marketing strategies comes a need for careful navigation of legal

and ethical considerations, particularly in light of new regulations such as the FTC’s rules on

endorsements and transparency. Understanding the role of influencers and celebrities in

marketing and how to utilize these partnerships effectively and compliantly is essential for law

firms looking to expand their influence in a crowded market.

The Growing Influence of Celebrity Endorsements in Legal Marketing

In recent years, some law firms have turned to influencers and celebrities to enhance their

marketing efforts. High-profile endorsements can lend credibility and visibility to a firm,

particularly in a crowded market. However, these endorsements come with risks, especially

under the new FTC rule.

FTC Rule Compliance for Influencer and Celebrity Endorsements

When a law firm engages an influencer or celebrity, several compliance issues must be

addressed:



Clear Disclosure of Relationships
Any paid endorsement must include a clear disclosure of the relationship between the endorser

and the firm. This includes both monetary compensation and other forms of incentive, such as

free legal services or gifts.

We at Amplify are throwing the yellow flag on this one, because it is going to be a very slippery

slope. There are more influencers than ever - in fact, we would argue that the line between

actual celebrity and influencer has never been this blurred. It’s not just people with millions of

followers who the FTC considers to be influencers; the massive expansion of

influencer-as-an-actual-profession means that firms need to err on the side of disclosing any

relationship where someone is even remotely popular on social and is endorsing your firm.

Genuine Testimonials
Endorsements must reflect the genuine experience and opinions of the influencer or celebrity. If

a law firm pre-determines the content of the endorsement, it risks violating the FTC rule.

Monitoring Endorser Content
Law firms must take responsibility for the content that influencers or celebrities post on their

behalf. This includes ensuring that all claims made in the endorsement are truthful and not

misleading. Firms should also be aware that even if an influencer posts content independently, if

it is related to the firm's services, it could still fall under the FTC's scrutiny.

5. Enforcement and Legal Implications

The enforcement of new regulations, such as the FTC's rules on fake reviews and deceptive

practices, carries significant legal implications for businesses, including law firms. As these rules

become more stringent, firms must be vigilant in their marketing practices to avoid potential

penalties and legal challenges. Understanding the enforcement mechanisms and the broader

legal landscape surrounding these regulations is crucial for law firms to ensure compliance and

protect their reputation. Potential Penalties for Non-Compliance



The new FTC rule carries significant penalties for non-compliance. Law firms found guilty of

violating the rule could face fines of up to $51,744 per violation. This is a substantial amount,

especially for smaller firms, and highlights the importance of adhering to the FTC's guidelines.

We at Amplify are also convinced that the FTC will target what they see as the best examples of

willing (or just plain dumb) violations of the new rule and start digging through those firms’ online

presence. You don’t want to be one of those firms.

The Role of Legal Counsel in Ensuring Compliance

Given the complexity of the new rule, law firms should consider seeking legal counsel to ensure

compliance. This may involve:

Reviewing Current Practices
Law firms should conduct a thorough review of their current marketing practices, including how

they solicit and manage online reviews, use social media, and engage influencers or celebrities.

Training and Education
Legal counsel can provide training for firm employees on the new FTC rule and its implications.

This is particularly important for marketing teams, who are most likely to be involved in activities

covered by the rule.

Ongoing Monitoring
Compliance is not a one-time task. Law firms should establish procedures for ongoing

monitoring of their marketing practices to ensure they remain compliant with the FTC's

guidelines.

6. Strategies for Law Firms to Ensure Compliance

As regulatory scrutiny intensifies, it is imperative for law firms to develop and implement robust

strategies to ensure compliance with new rules, such as the FTC’s regulations on marketing

practices. Adhering to these guidelines not only helps avoid legal repercussions but also

reinforces a firm’s commitment to ethical standards and client trust. By proactively addressing



these areas, law firms can safeguard their reputation and thrive in a complex regulatory

environment.

Developing a Compliance Program

To effectively navigate the new FTC rule, law firms should consider developing a formal

compliance program. This program should include:

A Review Policy
Establish clear guidelines for soliciting, managing, and responding to online reviews. Ensure

that all reviews are genuine and that any relationships with reviewers are disclosed.

Social Media Guidelines
Develop policies for social media use, including prohibitions on purchasing fake followers or

likes and guidelines for engaging with influencers or celebrities.

Training Programs
Implement regular training for all employees on the new FTC rule and its implications for the

firm's marketing practices.

Engaging with Third-Party Platforms

If your firm uses third-party platforms to manage reviews or social media presence, it's crucial to

ensure that these platforms comply with the new FTC rule. This may involve:

Due Diligence
Before engaging with a third-party platform, conduct due diligence to ensure that its practices

align with the FTC's guidelines.

Contracts and Agreements
Include compliance clauses in contracts with third-party platforms, making it clear that any

non-compliance with the FTC rule could result in termination of the agreement.



Regular Audits
Conduct regular audits of third-party platforms to ensure ongoing compliance with the FTC's

guidelines.

7. Case Studies: Potential Scenarios Under the New FTC Rule

The new FTC rule on deceptive practices brings both challenges and learning opportunities for

law firms. Analyzing potential scenarios through case studies offers insights into how these

regulations might be enforced and the consequences of non-compliance. This section will

explore hypothetical situations that law firms may face under the new rule, providing practical

lessons on navigating these challenges. By examining these examples, law firms can better

prepare to adhere to the FTC’s guidelines, protecting their reputation and maintaining client

trust.

Scenario 1: A Law Firm's Use of Incentivized Reviews

In this scenario, a law firm offers clients a discount on future services in exchange for a positive

review. While the intention behind this incentive may be to encourage satisfied clients to share

their positive experiences, the practice is problematic under the new FTC rule. The FTC

emphasizes that any incentivized review must be accompanied by a clear disclosure that the

reviewer received a benefit in exchange for their feedback.

Furthermore, it must be explicitly stated that the review should be honest and not necessarily

positive. If a firm fails to include these disclaimers, it could be deemed as attempting to

manipulate consumer perception, leading to significant fines and legal repercussions.

Additionally, the firm's reputation could suffer, as clients and the public may view this practice as

deceptive, undermining the trust that is crucial in the legal profession.

Scenario 2: Social Media Metrics Manipulation

In an effort to enhance its social media presence, a law firm decides to purchase fake followers

and likes. This tactic, once a common but questionable strategy to create an illusion of

popularity, is now explicitly prohibited under the new FTC rule. The rule targets such deceptive

practices because they mislead consumers about the firm's actual reach and influence. If the



FTC uncovers that a firm is engaging in social media metrics manipulation, the consequences

could be severe.

The firm might face substantial fines, as the FTC aims to crack down on artificial inflation of

social media presence. Beyond the financial penalties, the firm risks a significant loss of trust

from both current and prospective clients. In the legal industry, where credibility and ethical

standards are paramount, being exposed for such practices could result in long-term

reputational damage that may be difficult to recover from.

Scenario 3: Influencer Marketing Gone Wrong

In this scenario, a law firm partners with an influencer to promote its services on social media.

Influencer marketing can be a powerful tool for reaching a broader audience and enhancing

brand visibility. However, under the new FTC rule, transparency is key. If the influencer fails to

disclose their relationship with the firm—whether it's a paid partnership, a client relationship, or

another form of affiliation—this omission violates the FTC’s guidelines. The post, despite going

viral and initially generating significant attention for the firm, could lead to severe consequences

once the FTC identifies the non-disclosure.

The firm could face hefty penalties for failing to ensure compliance with disclosure

requirements. Moreover, the backlash from the public and the legal community could be

damaging, as the lack of transparency might be perceived as an attempt to deceive potential

clients. This scenario highlights the importance of thoroughly vetting influencer partnerships and

ensuring that all promotional content adheres to FTC guidelines.

8. The Future of Legal Marketing in Light of the New FTC Rule

The new FTC rule on deceptive practices is set to reshape the landscape of legal marketing,

demanding greater transparency and ethical standards from law firms. As the industry adapts to

these regulations, the future of legal marketing will hinge on firms’ ability to innovate while

maintaining compliance.



The Shift Toward Transparency

The new FTC rule signals a broader shift toward transparency and honesty in digital marketing.

For law firms, this means embracing these values not just to comply with regulations but to build

trust with clients. Firms that prioritize transparency in their marketing practices will be better

positioned to succeed in the increasingly competitive legal market.

Opportunities for Ethical Marketing

While the new FTC rule imposes significant restrictions, it also presents opportunities for law

firms to differentiate themselves through ethical marketing practices. By focusing on genuine

client testimonials, transparent social media engagement, and honest endorsements, firms can

build a reputation for integrity that resonates with clients.

The Role of Technology in Compliance

As the legal industry continues to embrace technology, firms can leverage tools to ensure

compliance with the new FTC rule. This might include software that monitors online reviews for

authenticity, tools that track social media engagement to identify fake metrics, or platforms that

facilitate transparent communication with influencers and clients.

Conclusion

The new FTC rule on fake reviews marks a significant change in the digital marketing

landscape, particularly for law firms. As online reviews and social media continue to play a

critical role in client acquisition and reputation management, firms must adapt to this new

regulatory environment. By understanding the rule's implications, ensuring compliance, and

embracing transparency and ethical marketing practices, law firms can not only avoid penalties

but also build stronger, more trusting relationships with their clients.

We at Amplify firmly believe that as the legal industry continues to evolve, firms that stay ahead

of regulatory changes and prioritize transparency will be best positioned for long-term success.




